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Report Methodology

This report is generated from data collected by the CyberPeace Institute and made
accessible through the Cyber Attacks in Times of Conflict Platform' #Ukraine. Specific
details and sources of information regarding any individual cyber incidents referenced
in this report can be found in the Attack Details? page.

As there is a reliance on publicly available data, the data on documented cyberattacks
has been given a classification of certainty based on the reliability of the information
source. The classification levels are Possible, Probable, and Confirmed.> Additionally, the
CyberPeace Institute distinguishes between singular incidents and campaigns. As one
campaign might target more than one sector, each attack in a campaign against each
sector is processed separately.

When conducting analysis it is instrumental to accurately commmunicate probability
in the assessment of our findings and inferences. The CyberPeace Institute uses the
UK's Defence Intelligence standard for conveying probability; the ‘Professional Head of
Intelligence Assessment (PHIA) probability yardstick'.* This scale demonstrates broad
ranges of certainty or uncertainty that can be translated into consistent language; this
language is used throughout this report.

PHIA Probability Yardstick

remote highly dnfikel realistic likely or highly almost
chance unlikely y probability probable likely certain

Source: United Kingdom College of Policing

© 2022 CyberPeace Institute. All rights reserved | TLP:WHITE - Disclosure is not limited. Information may be distributed freely. 3


https://cyberconflicts.cyberpeaceinstitute.org/
https://cyberconflicts.cyberpeaceinstitute.org/threats/attack-details

Trends and Emerging Issues

Ukraine

The CyberPeace Institute documented 178° cyber incidents against entities in Ukraine
between January and September 2022. With 87 incidents impacting 17 sectors in Q3,
there has been a 248% increase in incidents compared to the previous quarter. This
increase is driven by a significant increase in DDoS attacks targeting organizations in
Ukraine.

Public Administration remains the most targeted sector in Q3. Compared to previous
quarters, there was a notable increase in attacks against organizations in the Media, ICT,
Energy and Transportation sectors.

Trends

DDoS attacks account for 71,3% of all
incidents, followed by Malware (8%).
Hacktivist collectives account for 80% of
all incidents.

Five campaignswere attributed to Russian
state-sponsored threat actors:

- Gamaredon, attributed to Russia's
Federal Security Services® campaigns:
Gammal oad.PS17 delivery, Gammal oad.
PS1 v28 delivery and a campaign
delivering information-stealing malware®.

- Turla, attributed to Russia’'s Federal
Security Services® campaign", using a
well-known StopWar Android application,

creating a fake "CyberAzov" DDoS
application.
- Sandworm,  attributed to Russia's

foreign military intelligence” campaign®,
emulatingaUkrainiantelecommunication
provider, distributing malware.

Emerging Issues
New malware

Cisco Talos* discovered an uncommon
piece of malwaretargetingalargesoftware
development company whose software is
used in various state organizations within
Ukraine. The malware was first observed
in March 2022 and is reported to be a
slightly modified version of the open-
source backdoor named "GoMet".

Notable threat actor activity

CERT-UA discovered two campaigns
targeting civilians, attributed to the threat
actor identified as UAC-0100:

- a phishing campaign, impersonating®™
the Red Cross;

- Fraudulent Facebook pages distributing
a website aiming to steal bank card
details'.

The increase in DDoS activities against Ukrainian entities is likely related to Russian
media coverage of Russian hacktivist collectives”. Media interviews with the groups'
leaders portray them as "defenders of Russia" and "patriots", likely causing increased
awareness and participation in the groups' activities. Those collectives rely in part on the
participation of the general population.
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The moderator(s) of their social media channels announce the start of an attack,
providing the victim's details, and subsequently report on whether the DDoS attack was
successful.

One such group, the most active threat actor in Ukraine for Q3, is the Russian-affiliated
"People's CyberArmy". The collective created its first social media account on March 2,
2022. Their Telegram description includes instructions on how the general population
can participate inthe group's activities. The hacktivist collective predominantly conducts
DDoS attacks and have conducted attacks against organizations in 13 sectors, with a
focus on Public Administration and Media.

There is a realistic possibility that "People's CyberArmy"® is affiliated with KillNet, as
KilINet published a recruitment advertisement for a "Russian Cyber Army" three days
after "People's CyberArmy" created their first Telegram channel. Additionally, the founder
of KillNet, KillMilk, is referred™ to as the creator of Russia’'s CyberArmy. The CyberPeace
Institute first documented an incident attributed to the "People's CyberArmy" on July 23;
however, it is almost certain that the group was actively targeting entities before that.

Notable incidents in Ukraine

Disinformation & Propaganda Data

July 21,2022

The confirmed defacement of a Ukrainian
radio channel. The perpetrators played a
voice saying that the Ukrainian President
is in intensive care, and falsely claiming
the Chairman of the Verkhovna Rada will
undertake the President's duties.

July 25,2022

An alleged cyberattack against one of
Ukraine's largest internet providers,
with an alleged impact of stealing more
than 300GB of compressed information,
"setting up the stage" for a subsequent
event, and defacing more than 100
websites, including governmental ones.

August 19, 2022

An alleged hack and leak operation
against a Ukrainian administrative
center with a potential impact from the
leaked data containing 342,294 lines of
information, including names and unique
phone numbers of Ukrainian citizens (the
leaked file contains 227,220 unique phone
numbers).
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Trends and Emerging Issues

Russian Federation

The CyberPeace Institute documented152 cyberincidents against entitiesinthe Russian
Federation between January and September 2022. With 48 incidents impacting 12
sectors in Q3, there has been a 27,3% decrease in incidents compared to the previous

quarter.

Trends

While the Public Administration of
Russia was the most targeted sector in
the previous quarters, there was a 72.7%
decrease in attacks against this sector,
which was replaced by attacks against the
Media in Q3.

The Financial sector remains the second
most attacked Russian sector since the
February 2022 invasion, despite a 20%
decrease in incidents compared to Q2.

Cyberattacks against Russia’s Energy
sector have also fallen by 83.3% compared
to the previous quarter.

A 93% decrease in activity compared to Q2
of the hacking collective Anonymous and
its affiliates.

Hacktivist collectives account for 34% of all
incidents against entities in the Russian
Federation.

Emerging Issues
Notable threat actor activity

The most active threat actors targeting
Russian entities were the |T Army of
Ukraine?® and Haydamaki, with 24 and 9
incidents, respectively.

The IT_Army of Ukraine? (IT Army
henceforth) was officially established on
February 26, 2022 following a declaration
of Mykhailo Fedorov, Ukraine's Deputy PM
and Minister of Digital Transformation. A
journalist from a reputable Dutch media
interviewed? an alleged current member
of the IT Army who indicated that the
Security Services of Ukraine (SBU) s
entirely in charge of the IT Army. For their
DDoS activities, the IT Army has two DDoS
crowdsourcing projects (see Cumulative
harm and impact).

Haydamaki is a Ukrainian hacktivist
collective that was quite active during Q3
(9 incidents). They specialized in DDoS -
they would release the information of a
target and call all volunteers to act. Their
activities gradually decreased by the end
of Q3, and they have been inactive since
October 22, 2022.

Persistently targeted since the February 2022 invasion, disruptive attacks against
the Financial sector likely aim to put additional pressure on the sector that is heavily
sanctioned on an international level. The decrease in attacks against Russian entities
correlates with a decrease in activity of the hacktivist collective Anonymous and its
affiliates; no information is currently available to explain this decrease in activity.
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Furthermore, the reduced activity of Anonymous is linked to a decrease in hack and leak
operations against Russian organizations. While 52% of the incidents in Q2 were hack
and leak operations, and 18% were DDoS attacks, in Q3, the former types of incidents
account for only 12.5%, while the latter account for 79.2% of all incidents.

Notable incidents in Russian Federation

Disruption

July 11, 2022
An alleged DDoS campaign against online
ticket services of 80 cinemas, disrupting

operability and preventing citizens from
buying tickets for an unknown period.

September 1, 2022
An alleged cyberattack against one of
Russia's largest taxi companies caused an

alleged massive traffic jam in Moscow.

September 6, 2022
An alleged DDoS attack against a Russian
private bank, allegedly disabled the online

services of the organization for at least
four hours.

Disinformation and Propaganda

August 24, 2022

The IT Army conducted® a confirmed
cyberattack and defacement operation
against a Russian Internet provider in
Crimea. The defacement operation left
a_message?s on the target organization's
website, which congratulated the
citizens of Crimea for the Independence
Day of Ukraine. According to the victim
organization®, the cyberattack lasted for
two hours.

Data
July 4, 2022

The confirmed hack and leak operation
against a Russian public transport ticket
retailer; impact includes the leak of
2,627,166 lines of data including first and
last names, telephone numbers (2.29
million uniqgue numbers) and email
addresses (more than 2 million unique
addresses).

July 29,2022

The confirmed hack and leak operation
against Russian national postal services;
the impact included the leak of over 10
million lines of information, including
tracking numbers, full names and postal
codes of senders/recipients, recipient's
phone numbers, weights/status of
shipments, date/time of departures,
additionally according to the victim
organization an unnamed contractor
was compromised as a result of the
cyberattack.

August 28, 2022

The confirmed hack and leak operation
against a Russian streaming platform;
impact includes the leak of 72 GB of
data on 44 million customers from 2021,
including names, email addresses, hashed
passwords, first and last entry to the
system, and country of origin (24.6 million
from Russia, 2.3 million from Kazakhstan,
2.1 million from China and 1.7 million from
Ukraine).
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Trends and Emerging Issues

Other Countries

The CyberPeace Institute documented 225 cyber incidents against entities in nation-
states that are not the two belligerent states between January and September 2022.
With 141 incidents impacting 19 sectors in Q3, there has been a177% increase in attacks
against states outside the two belligerent states compared to the previous quarter.

Trends

DDoS attacks account for 91% of all
incidents.

There has been a 220% increase in attacks
against the Transportation sector.

There has been a decrease in the
activities of the most active threat actors
by the end of Q3 (such as KillNet and
NoName057(16)).

Hacktivist collectives account for 85% of
all incidents.

Anonymous Russia and 13 other hacktivist
collectives joined KillNet during Q3.

Emerging Issues
New malware

STIFF#BIZON, a new Konni-based
malware.?®¢ Konni malware is classified as
a remote access trojan (RAT), which has
been previously attributed to the North
Korean APT37. The campaign with the
new malware targeted high-value targets
in several countries and was attributed to
Fancy Bear, attributed to Russia’s foreign
military intelligence?. This quarter saw the
release of DDoS-crowdsourcing projects
(see Cumulative harm and impact).

Notable threat actor activity

The most active threat actor was
the Russian-affiliated collective
NoNameO057(16), accounting for 46% of
all attributed incidents, and almost all
attacks against the Transportation sector.
The group was formed in early March
2022 and specializes in DDoS attacks.
In August, the group released its DDoS-
crowdsourcing project.”® Through an
invite-only group, the group distributes
a software that turns a member's device
into a bot, which is used for DDoS attacks.
There is a financial incentive for the most
active members.

At the beginning of September, Avast
published® a report connecting the
Bobik malware - a Remote Access Trojan
that has been around since 2020 - to
NoName057(16). Devices infected with
Bobik are now part of NoName057(16)'s
botnet, servicing their DDoS activities.
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While Public Administration was the
most targeted sector in Q1 and Q2, the
Transportation sector was targeted the
most in Q3, with an increase of 220%
compared to Q2. Nevertheless, Public
Administration remains a high-priority
target for threat actors conducting
cyberattacks against entities in countries
outside the two belligerent states. The
Financial sector saw a 380% increase in
cyberattacks in Q3 compared to Q2.

Entities in Latvia, Poland, and Lithuania
were the most attacked in Q3, which
marks a change of targets for Russian-
affiliated threat actors compared to
Q2, when German and Italian entities
were targeted the most after Latvian
organizations.

DDoS attacks account for 91% of all
incidents, which continues the trend set
in Q2 when DDoS attacks accounted for
82% of all incidents. Half of the incidents
against the Transportation sector
targeted Lithuanian organizations in the
period between Lithuania's®® ban on the
transit of some goods through its territory
from Russia to its exclave of Kaliningrad
on June 18, 2022 and Lithuania's lifting of
the said restrictions® on July 23, 2022.

Organizations in Estonia also suffered
major cyberattacks in Q3. A week after
the Prime Minister of Estonia called for a
ban*2on issuing visas to Russian citizens,
the country was targeted by what was
reported by the Government as the most
powerful DDoS campaign since 20073,

There was a 32% decrease in the activities
of most Russian-affiliated collectives in
September, compared to the previous
two months. NoName057(16) confirmed
that the collective's capacities have grown
and are preparing more complex actions.

The decline of activities, and reference to
the preparation of more complex attacks,
further aligned with the official Ukrainian
statement® that the Russian Federation
is preparing complex cyberattacks on
Ukrainian critical infrastructure, and on
Ukraine's neighbors, mainly the Baltic
states and Poland.

At the end of the quarter, KillNet®*
announced that 14 collectives had
joined the KillNet collective, including
Anonymous Russia, suggesting a probable
intensification of cyber activities.

Notable incidents

July 26, 2022
An alleged cyberattack against a
Belarusian electrical control system

impacted the operability of the hot
water supply in several neighborhoods
of Minsk. The alleged impact includes
the disruption of hot water supplies to 13
kindergartens, 130 residential buildings,
three medical and preventive institutions,
25 public and administrative buildings,
and eight schools on the street.

August 17, 2022

The most extensive DDoS campaign
against Estonia since 2007 was confirmed
by Estonia’'s Government Chief Information
Officer®®; according to them the campaign
had littleimpactand went by unnoticeable
to the general public. KillNet claimed
responsibility for the campaign, which
targeted entities in both the public and
private sectors.
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Harm and Impact on Civilians and People

As previously noted, most incidents
processed by the CyberPeace Institute
for Q3 were DDoS attacks. While DDoS
attacks could pose a significant risk to
organizations, including financial losses,
reputational damage, and operational
disruption®’, they often have a limited
impact, as long as organizations have
taken precautionary measures. The
measures include implementing DDoS
protection mechanisms or temporarily
geo-blocking malicious traffic using IP
geolocation software.

The latter consists of the rejection of
traffic originating from locations with a
history of launching DDoS attacks and
was seen by the CyberPeace Institute to
be used by several targeted organizations
in the Baltic states. Therefore, the most
common impact observed to date of
DDoS attacks is a temporary connectivity
disruption to specific websites. Temporary
inaccessibility to the services of certain
organizations can impact the everyday life
of the general population.

The impact of DDoS attacks also has a
psychological dimension. On the one
hand, the DDoS activities of hacktivist
collectivesare often reported by the media,
especially in the Russian Federation. The
Russian news media often portrays the
DDoS activities of such collectives as
the duty of Russian patriots protecting
the information space against Western
aggression.*®® On the other hand, civilians
and citizens from targeted countries
could have a decreased sense of security
and trust in institutions when the media
reports DDoS attacks on certain services,
such as the Public Administration.

DDoS Crowdsourcing

The CyberPeace Institute also identified
a trend of crowdsourcing DDoS attacks.
Several threat actors have created
software to crowdsource their DDoS
activities amongst a broader public,
functionally involving the general
population in attacks and campaigns.
The IT Army has released two software -
disBalancer and Liberator®*®. The formerisa
crowdsourcing DDoS protection software,
while the latter is similar software, albeit
offensive. The IT Army has also created
scripts, such as dbl0O00n (death by 1000
needles).

The script automatically runs on an IT
Army member’s device, connecting to the
Command & Control center of the IT Army.
Members do not need to enter target
details manually, as the script automates
targeting and attacking. Russian-affiliated
threat actors, notably NoName057(16)4°
and Anonymous Russia, have also released
their DDoS crowdsourcing projects.

Hack and Leak Operations

Hack and leak operations are types of
attacksthat could pose asignificantrisk to
the general population. The CyberPeace
Institute notes a decrease in hack and
leak operations in Q3 compared to Q2.
Nevertheless, the documented hack and
leak operations have usually impacted
thousands of people, to whom they pose
a multitude of risks. Leaked personal
information, including email addresses,
phone numbers, and credit card details,
couldfurthervictimize people by exposing
them to subsequent phishing campaigns,
financial fraud, and cyberbullying“.
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Wider Contextual Considerations

Other research

A Cloudflare*? report on their findings for
Q3 also discovered an increase in DDoS
attacks compared to last year. However,
their findings differ to a certain extent
from the findings of the CyberPeace
Institute. According to Cloudflare, the
most targeted sector with DDoS attacks
in Ukraine was the Professional, followed
by Education and Public Administration
sectors. In Russia, the most targeted
industry was Financial, Media, and Trade.

The perpetrators of most of the DDoS
attacks in Q3 were hacktivist collectives.
Two publications provide insight into the
changing hacktivist ecosystem in the
context of the conflict in Ukraine:

1. De Volkskrant, a Dutch newspaper
published an interview** with a Dutch
veteran, now a member of the IT
Army of Ukraine. The interview reveals
insights into Ukraine's cyber army's
organizational structure, targeting, and
modus operandi.

2. Checkpoint* published a research
paper on the hacktivist ecosystem
developments throughout the conflict.
The research focuses mainly on
Russian-affiliated threat actors, with a
case study on KillNet.

Lastly, Meta“* published a quarterly report
on the actors spreading disinformation on
their platforms.

Events

Several geopolitical events increased the
tensions between the belligerents and
between belligerent and non-belligerent
states.

In July 2022, the United States
emphasized its cybersecurity support
for Ukraine. On July 19, the FBI Director
met* with Ukrainian law enforcement
and cybersecurity leaders in New York to
discuss the Russian Federation's ongoing
cyber operations and campaigns against
Ukraine. On July 27, a Memorandum of
Cooperation” was signed between the
US Cybersecurity and Infrastructure
Security Agency (CISA) and the Ukrainian
State Service of Special Communications
and Information Protection of Ukraine
(SSSCIP). At the beginning of September,
the SSSCIP and the Cyberspace Defense
Forces of Poland sighed a Memorandum
of Understanding“®.

Economic sanctions, military aid, and
public statements

The primary rationale of Russian-affiliated
state actors for targeting non-belligerent
states is that they either provide
military aid to Ukraine or are thought to
demonstrate hostility towards the Russian
Federation through economic sanctions
or parliamentary declarations.

Thefollowinglist of countriesthat provided
military aid to Ukraine and implemented
sanctions against the Russian Federation
is non-exhaustive. Nevertheless, it gives
an overview of the trends in international
relationssurrounding the conflictand how
they may impact stability in cyberspace.
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https://radar.cloudflare.com/reports/ddos-2022-q3
https://research.checkpoint.com/2022/the-new-era-of-hacktivism/
https://about.fb.com/wp-content/uploads/2022/08/Quarterly-Adversarial-Threat-Report-Q2-2022.pdf
https://twitter.com/FBI/status/1549499103201136643
https://www.cisa.gov/news/2022/07/27/united-states-and-ukraine-expand-cooperation-cybersecurity
https://www.cisa.gov/news/2022/07/27/united-states-and-ukraine-expand-cooperation-cybersecurity
https://www.kmu.gov.ua/en/news/ukraina-pohlybliuie-spivpratsiu-z-polshcheiu-u-sferi-kiberbezpeky
https://www.kmu.gov.ua/en/news/ukraina-pohlybliuie-spivpratsiu-z-polshcheiu-u-sferi-kiberbezpeky

Military aid

Western countries pledged*® more than
US $1.5 billion to boost Ukrainian military
capabilities at the beginning of August
whilst the European Union, through the
European Peace Facility®®, increased
military aid to Ukraine to 2.5 billion euros.
Several individual states also sent military
aid to Ukraine in Q3. Bulgaria allegedly
sent™ 4,200 tons®? of weapons through
Romania and Poland to Ukraine.

Other states that reportedly sent military
aid to Ukraine were: Croatia®, Czech
Republic®, Germany®®, Finland®®, France®,
Lithuania®®, Poland®?® Slovakia®, Sweden®,
the United States of America®, and the
United Kingdom®,

The CyberPeace Institute has identified
incidents targeting entities in all
aforementioned nation-states with the
exception of Sweden.

Sanctions and statements

Along with common EU sanctions several
member states announced individual
sanctions including:

- Lithuania's® ban on the rail transport of
goods from Russia to Kaliningrad;

- Estonia® announced a ban on the
purchase of natural gas and liquefied
gas;

- Poland®® imposed
Gazprom Export.

sanctions on

Russian-affiliated threat actors are highly
likely to have deemed the imposition of
sanctionsandotherdeclarationsasathreat
towards the Russian Federation further
fuelling activity in cyberspace against
Ukrainian allies. Several statements in Q3
2022 illustrate this:

- Latvia's Saeima, the parliament of
the Republic of Latvia, adopted a
statement®” declaring Russia a state
sponsor of terrorism;

- The UN Independent International
Commission of Inquiry on Ukraine
announced® that war crimes had been
committed in Ukraine;

- Estonia's® Prime Minister calls for a
ban on issuing visas to citizens of the
Russian Federation.
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https://www.reuters.com/world/europe/denmark-will-contribute-additional-110-mln-euros-ukraine-pm-2022-08-11/
https://www.consilium.europa.eu/en/press/press-releases/2022/07/22/european-peace-facility-eu-support-to-ukraine-increased-to-2-5-billion/
https://bivol.bg/en/sofia-secretly-selling-old-weapons-meant-for-ukraine-via-romania-and-poland.html
https://www.eurointegration.com.ua/eng/news/2022/08/5/7144530/
https://www.shephardmedia.com/news/landwarfareintl/croatia-donates-m-46-field-guns-to-ukraine/
https://www.oryxspioenkop.com/2022/07/bohemian-brotherhood-list-of-czech.html
https://www.oryxspioenkop.com/2022/07/bohemian-brotherhood-list-of-czech.html
https://www.oryxspioenkop.com/2022/09/fact-sheet-on-german-military-aid-to.html
https://www.oryxspioenkop.com/2022/09/joining-nato-joining-cause-finnish-aid.html
https://www.oryxspioenkop.com/2022/07/arms-for-ukraine-french-weapon.html
https://www.oryxspioenkop.com/2022/06/youve-got-friend-in-me-lithuanian.html
https://www.oryxspioenkop.com/2022/08/a-european-powerhouse-polish-military.html
https://oopstop.com/slovakia-will-give-ukraine-30-bmp-1-in-exchange-for-german-weapons/
https://www.politico.eu/article/sweden-boost-military-aid-ukraine-magdalena-andersson-dmytro-kuleba-kyiv/
https://www.railfreight.com/policy/2022/07/11/lithuania-imposes-more-traffic-restrictions-on-kaliningrad-despite-second-thoughts/?gdpr=accept
https://www.riigiteataja.ee/akt/101102022007
http://Poland
https://www.saeima.lv/en/news/saeima-news/31309-saeima-adopts-statement-declaring-russia-a-state-sponsor-of-terrorism?phrase=russia
https://news.un.org/en/story/2022/09/1127691
https://twitter.com/kajakallas/status/1556903576726896642

Cyber incidents in other countries combined with dates of recent key events

An illustration of how announcements relating to sanctions, military aid and geopolitical
positioning are likely to trigger a response in cyberspace.

Country

Lithuania

Recent notable sanctions, military
aid & statements

2022-06-18 Sanctions
2022-07-05 Military
2022-07-10 Sanctions
2022-09-07 Military

(o)
Incidents
OF]

Jan Feb Mar Jul

Apr

May Jun Aug

32

Poland

2022-06-07 Military
2022-07-25 Military
2022-08-22 Military
2022-09-29 Sanctions

28

Latvia

2022-07-28 Military
2022-08-11 Statement

21

Estonia

2022-06-03 Statement
2022-09-29 Sanctions
2022-09-09 Statement

14

Japan

2022.08.04 Military

i .

Germany

2022-07-13,15,19 Military
2022-08-02,10,19 Military
2022-09-07 Military

United States

2022-07-22 Military
2022-08-01,08,19,24 Military
2022-09-08,15,28 Military

Belarus

2022-06-25 Statement
2022-06-27 Military

United Kingdom

2022-07-21 Military
2022-08-11,24,27 Military

Denmark

2022-07-13,15,19 Military
2022-08-02,10,19 Military
2022-09-07 Military

Norway
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